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SANGFOR NGAF Product Family

RAM 26 26 A 45 4G ] A BG B

HE» Capacity 550 648 55D edGE 55D E4GH SSDB4GE S50 BAGE 550 64GE SsDedcE  SSDEAGE 55D 128 GE

Firewall Through put? 1.05 Ghps 175 Gbps 2 Ghps 28 Gbps 35 Gbps 49 Gbhps 5.5 Gbps 12 Ghps 20 Gbps

NEFW Throughpa B0 Mbps 1Gbps 1.4 Gbps 25 Gbps 25 Gbps 2.8 Gbps 2.8 Ghps 5 Ghps 8.4 Gbps

ﬁ;:::m HTTE) MA 70O Mbps 1.2 Ghps 14 Gbps L4 Gops 21 Ghps 21 Gbps 385 Gbps 5.6 Gbps

1::“' s G000 Mbps SO0 Mbps 1Ghps 18 Gbps L& Ghps 21Gbps 21 Gbps 42Ghps 5.5 Gbps
cughaut

IPsec VPN . ]

Thraughput 100 Mbps 00 Mbps 250 Mbps 250 Mbps 250 Mbps 375 Mbps 375 Mbps 1Ghps 1.25 Gbps

e iPzac VRN

'u,.m::: 100 0o 300 300 300 500 500 1000 1500

S 800000  BOGLOD 250,000 750,000 1000000 4200000  LEDO000 2000000 2500000

Mew Coannections

e 12,000 18,000 10,000 20,000 23,000 30,000 50,000 80,000 10,000

* 1513 Bytes UDP Fackets
¥ NGFW Is measured with Firewall, Bancwidith Managemsnt, IPS, Application Conral.
3 Threat Prevention s measuned with Firewall, Bandwicth Management PS5, Application Contral, Antl Vins

Power and Hardware Specifications
Madel
Support Dual MR

MSI00-F-I  M5150-F-

Power Supplies A MiA 1Y M 11Y M hia M
Power [Watt] sOW 40w BOW BOW aw 40w 400 GO 150W
Temperature O 45°C

System Weight 1L5Kg 3H5KQ 20Kg 385Kg 3.85Kg 3B5Kg 4.24Kg 4.5Kg B.1Kg
System 175 % 375 300 x 430 175 % 375 00 x430 300 x 430 00x430 300 x 430 300x430 400x430
Dimensions (mm?) X 45 245 ®45 2d5 ¥ 45 % d5 %45 ® 45 ®45
Relative S%E~95%

Huimidity non-Condensing

Compliance

& Certficates CE.FCC

MSI00-F-1 M3150-F-1

M2200-F-1

10M00A000 Base-T 3 -] 4 4 G [ ] [ &
15 Fiber SFP MA MA M/A A N A 2 2 MAA
1015 Fiber SFP+ MA A MiA MIA M A A MA 2
Serial Port RJ45=1 RJd5=1 RJ14%%1 RJ45=1 RM5x1 RJ45=1 R4S RJ45=1 RJ4Z=1
USE Port 2 2 2 2 2 2 2 2 2
Metwork Modules MIA M M/A MA N BA A 1 2

L "Optional Imerface & 106 Fiber SFF° allows upgrading imertaces accarding to your requirement
2. MEI00-F: are available with & interfaces platforms with comesponding cost

3. All performance values are “up to® and vary depending on the system caonfiguratian

“Onity available for specific regions. Please contact us for more | nformation.

4. 1 x network module can be customized 1o add one mone MIC: 4x GE R145% | 4x GE SFP | 8x GE R145 | Bx GE S5FP | 4 GE R145 & 4x GE S5FF | 2x 106GE SFP+.

NGAF Datasheet

The World 1st Fully Integrated NGFW + WAF
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SANGFOR NGAF Product Family

2u 2u U 2u 2u 20 U 2u

L BG 166 186 246 326 965 1285 126G
HD Eapacity 1T 1T 17 178 176 1T+350 IT+350 1T+550

+ BAG MEATA  + 546G MSATA  + 6405 MSATA +45 CF 45 CF BAGE B4158 BAGE
Firewall Throughgut * 25 Gbps 50 Ghps &7 Ghps 105 Ghps M0 Ghgs 140 Gbps 180 Ghps 240 Gbps
NG Theoughput 3 126 Ghps 23 Ghps 31 Ghps 56 Gbos B4 Ghps 90 Ghps 120 Ghps 140 Ghps
IS + WAF . — . .
Thrughpt (HTTE} 8.4 Gbps W Ghps 21Ghps 42 Ghps 56 Ghps 63 Ghps Bd Ghps 126 Ghps
Thraat P 3
mz;h:ﬂmm 91 Ghps 18 Ghps 265 Gbps 504 Ghps 67.2 Gbps 79.4 Gbps 9.2 Ghps 105 Ghps
Psoc VBN
rn:,ig-.p._,‘ 2 Ghps 3 Ghps 3.75 Ghps 5 3hps 5 Gops 7 Ghps 10 Ghps 15 Ghps
Max IPsoc VPN
Tt 3,000 4,000 5000 10,000 10,000 15,000 20,000 30,000
. 3000000 4000000 000000 @ 12000000 16000000 20000000 32000000 35000000
Mew Conneclions . ;
e 220,600 300,000 330,000 450,000 600,000 650,000 BOO000 900,000

7 181E Bytes UDP Packets.
¥ NGFW is measuned with Firewall, Bandwicth Management, IPS, Application Cantral
3 Threat Prevention & measured with Firewall, Bandwidth Management IPS, Application Canbrol, Antl Virus.

Power and Hardware Specifications

Model MS500-F- MSE00-F-I MSEO0-F-1 MES00-F-| MEDOO-F-1

mm"m 150W SOW 1500w sOowW S00W BEOW BEOW BEOW
Temperature i

System Weight 12.98Kg 12.95Kg 12.95Kg 20.0Kg 20.06g 24Kqg 2Kg 2Kg
System 440 x 600 440 x 600 440 % BOD 440 x 600 440 x GO0 440 x BOO 440 x 600 440 x BOD
Dimensions (mm? ¥ 90 x 90 * 80 ® 90 % 90 ® 90 x 890 x 80
Relative S%~95%

Husmiidity NEFHONOensing

Compliance

& Certificates CE FCC

M5E00-F- MEEO0-F-| M5200-F-|

MEDDO-F-1

Bypass (Copper) % pairs 3 pairs 3 pairs 2 pairs 4 pairs 2 pairs 2 pairs 4 pairs

101001000 Base-T & & s] 4 B a 4 8
1G Fiber SFF 4 4 4 4 B a 8 B
104G Fiber SFP+ F 2 2 2 4 ! 8 8
Sevial Port R4S AR5 RI45=1 RM45x1 RIa5x1 Rk5x1 Rl45=1 RM5=1
USH Poa 2 2 1 3 2 2 2 3
Metwork Modules 1 1 1 5 4 2 s 3

1 MEM0-F-1 are avallable with & interfaces platiorms with comesponding cost

2. All performance values are “up 1o and vary depending on the system configuration.

"Only avallable for specific regions. Please contact ws far more infarmation

21w narbwork module can b customized to add one maone MIC: 4x GE RME | 4x GE 5FF | Bx GE RME | 8x GE 5FF | dx GE RME & dx GE SFP | 2x 10GE SFP+

NGAF Datasheet




Next Generation Firewall

€
VNGAF

SANGFOR Virtual NGAF (HCI PLATFORM)

WAFIG00
NGPW | WAF
Thn . 200 Mbps 400 Mbps BOO Mbps 1600 Mbps 3200 Mbps
Conourrent
Connection (TCF) 500,000 1000000 2000000 24000000 4000000
Mew Col tions
:1'2;1 e 10000 20,000 50,000 80,000 80,000

System Requirements

System Requirements

Wirtualization Platiorm SAMGFOR HO SAMNGFOR HCI SANGFOR HEI

pa 1] Miin. 1-Core Processor Min. 2-Caore Processar Min. 4-Core Processar
Memary 28 AGE BGE

Disk Space 338 3368 3368

System Requirements

wAFEDD

wAFI800

Wirtualization Platform SANGFOR HCI

SANGFOR HCI

CPU Min. B-Core Processor Min. B-Core Processor
Memary 165E BEE
Disk Space 3268 32GE




SANGFOR NGAF Product Features

Firewall

= Fearbwoakineg

a Pﬂtﬁ;u.lng. stalic rouing, BIF w12, O5PF, BGP, and GRE.
Application polcy-based fansarding, MAT {1 r\l.ﬂ.'l',rnany-hn-mn MAT, HATAE
HATES, and many-to-daw NAT) VAN tagging

- IPvE R 1P supporied

= Support multl cast traflic, SMMP 3, and Syslog server with UTF-E fomat

- Intaligent Dos’ DOos preventian

- ARP spoofing provention

= HA Tail-over time less than 1 secomnd

Support at hesst 10000 seournity polickes
jcies basis with “first coma first mabch™
Provide management sia 55H, HTTRS, (L), and Wab-based GLA

= S5 VPN

= IPsec VPN

- IPSec Projoook AH, ESE

= D-H Groug: MODPTSE Groupd), MODPIOR2E Groupi], MODPIESS Group(S)

- IPSec Authenticaion Algorithm: MDS, SHA-L 5HA-2

- IPSec Encryption Algorithme DES, 3DES, AES192, AES-256. SANGFOR_DES

- Auip VPN, suppon oreating and manage VPN connecion fram Cantral
Management Comsole Support SDWAN path selectian palicy

= SD-WAN

- Inseligent Routing: Spectfic applicaion routing, support rowling based on
remaining bandwidth, and best qualty routing based on SOE dalection

- Dynamic Bouting: RIP, O5PF, BGP

= Tunnal Falover: Supporis fsilure second-ewel seitchaver

- Easy to deploy with stap by stap emall Insinucions

- Visualization of equipment operating status and geographic lacation distributicn

- Misualization of VPM link status and delay

- Configuration batch managamesm-suppost

- Support for GRE

- Support access to tha centralized mansgement platioem [Central Manager), far
uniication management o branch applances

- Support for SOSWAN networking soluSion, rapid deployment of VPN irough
Sangfor Cantral Managar

- Support for IPeE services 1o meet e needs of user nebworks with 1P
requirEmants

Threats Prevention

= [Full S5L
= S5 inspoction to all seourity modules induding IPS, WAF, ATF, Accoss
comral, efc.

» Cross-module inteligent cormection
- Palicy association of IPS, WAF and APT preveniion modules.
Cross-module visibilty reparing analysis

» Thereais prewenticn

- APT|Advanced Parsistent Thraat), Bemote Access Trojan, Botnet, malwarne
detactian
Coud -based Sandbox threats anakysks
Al bazed malware detaction engine, covarning thraats type af Trojan,
AdWane, Mabwana, Spy, Backdoor, Wiorm, ExploR, Hackiool, Vins, otc
Use cloud intelligenca to pravent unknown and advanced thraat.

« Anbvines
Scan and kill winses infeciing HTTR, FTR, SMTP and POP3 trafhic as wall 2=
winusas infocting comprassed data packels
Suppar remove wines from detecied maliciows files

« Emaill soc
Categariza and fiter wvarious forms of malicious amalls.
Suppori defection deap inko email and attachemankts.
Suppan place waming messages inta émail 1k 1o avwoid users fom
opening malidous amaiks

IFS

« IPS signature data base

- Provergion against wulnerabilty explois iowands various sysiem, spplication,
middlewars, databasa, cxplorer, Selnes, ONS, atc.

= Employ doud-based analysis angina

- Alow custom PS5 rules

« Dutsbazg updabe onoa a wack

Cartificate and partnership
- Common Vuinerabilities and Expasunes [CVE] compatbility oa rficaied
- Mioosof Arttee Frobedions Program [MAPP) partnarship

+ Risi assessment
- Scan and idemtify security loopholes such as open port, system
wulnarabiiics, woalk passwords, aic.

+ Wed scanner
- On-demand scanning of targeted webska/UBL 10 discovar the syshem
wulrsarabiiies.

« Real-time vulnerabilty scanner
- Discower vnembiites in realime and proteciion against O-days afades

+ SANGFO® throat inteligences serdon
- Threat infeligance to delver the latest wainerabilties, makare and sacurity
incidants information with achisory alerts for policy oreation

Web Application Firewall

Web-based attack prevention
- Suppaort SMOET based and semantic defection angins io
- Dedand againsi tha 10 top major wab-based attacks idendfied by the Opan
Weh Application Security h:é‘nct [OWASH)
- Wab-bazod attack rukes databiase
= Sypport custom WAF nukes

rameters profection
- Proactive profecticn of avbomatic parameiar lesming
» Application hiding
- Hida the sensitive applicasion imformation to present hackers from mounting
mrgeled attacks with the feedback informaticn from the applicatians

« Password
- Weak password detection and bnse-force attack preventian

« Prisilege controd

- Fiz Uplosd rastrictian of fi type blsddist

= Spectly access privilega of sensithe URL such as the admin page far risk
prevericn

+ Buter cvarflow deteciion

- Defand against buffer cunrflow attacks

+ Detection of HT TP anomalies
- Analyze ancmalies of the Sieids of the HTTP proiocol wia single parsing

ondary authantication for Sandar Soooss.
= Sgmer acoass veriication by IF address restriction and mail authaentication

Data Leakage Prevention

« Diattas beakage detection and provention

- Conirol and detediion over muitiple fypes of sensitive information
{rustomizabklincluding wser information, emal acoount Information, MOS
ancrypied passwords, bank caed numbsars, idenily card numbers, socal
Insurance accounts, credR card numbsars, and mobile phone numbers

« File: dewsnioading control
= Reswid sspicious filke downioading

User Access Management

» Ulsir idenitity:

= Mapping by IP, MAC, IPMAC binding, hostname and USB-Key. Usar
accowrt mport from OS5V file and LDAP Sorvor.

- 550 imegration with AD domain, prowy, POFS and WEER

= Infermaet coment Classification
- Cloud-besed URL/APF classiication enging

= Access control
- [Policy configuration onented toward Lsers and spplications for welb fisar,
applicaion control and bandwidth management

Visibility Reporting

« Bl -in cormher

- Full visibiity to nextwior, @ndpoint snd business saners with
mutil-dmansianal analysis al risks, vulnerabilBics, aitacks, Sneats snd
bahaviaurs

- Theoats anabysis for spectfic a=ack by Descriptian, Targat, Soktian

= Support wisualzation inba cyber kil chain

- Business Sysioms besed raporing

+ Report subsoription
- Support POF format and automatically send o pre-tefined maibax on
dallyiweakhyimantily basis

Deployment

« Configuration Wizard

Guideling for deployment and policy configuration

« Deploymant

Gatawary (Route mode) | Bridge moda | Bypass mode | Multiple Bridge mode
{2- 4 oridges| | Virdual Wire

« High Axallabd ity

Acthva-Active | Arive-Passke

- Bypass

Hardwara bypass in the avent of hardware fallure

« Comiral M

Suppart cantral managament of mulipls NGAFS
Suppart guick deploymaent from Cantral Managamant Consala
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SANGFOR | Next Generation Firewall
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"Technology Fast 500 Asla Pacific Reglon® Award for 8 consecutive years from 2005 to 2012 by Deloitte Gartner Magic Quadrant

Sangfor S5L VPN Mo. 1in Network Security market in China, Hong Kong & Taiwan according to F&S

Mo. 1 for Secure Content Management Hardware and WPM Hardware segment in China according to 1IDC s5L
Sangfor NGAF WAF recommended by NSS labs (2014) VPN
"Most Promising Metwaork Security Solution® in June 2016 by Singapore Metwork\World Asia F010-2011
"Readers Choice fuwards for Enterprise Security® in October 2016 by Computerworld Malaysia

Member of wvarlous technology alliances including VirusTotal p—
"Mext Gen" Award for Sangfor Endpoint Secure by Cyber Defense Magazine (2019)

SAP Certified for Cloud and Infrastructure Operations and SAP HAMA Operations [2019) 2015-2019

IC54 Labs certification for Sangfor Mext Generation Firewall (2020)

Al 5 yiSins somsy sales =15, T alebis bl 8,5
il a )T wlebos 4l 8 15 4y lae 5 Lgioms s5inn 5 s3ke oi> 4S5

Va2lgcplgz s ¢ 11 SUy ¢ o,lg2 0295 ¢ YLiwSL YL ¢ idigr Sagd OLLS wligd
-
10F15FEOIIA : GiusS | AQVARVEY 585595 | AAAeFa§ 1 :gals l a

www.arka.ir info@arka.ir uJTMlDLWUL,{IJ

SWG wocC

2013-2019 2013-2016

XB6

Server HCl

2016 2019

14




