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Base Firewall Features

(Ah
=

» Networking and SD-WAN: Wireless, SD-WAN, Application Aware Routing, Traffic Shaping

» Protection and Performance: Xstream Architecture with Network Flow
FastPath, TLS 1.3 Inspection, Deep-Packet Inspection

» VPN: IPsec/SSL Site-to-Site and Remote Access VPN (unlimited), Sophos SD-RED Site-to-Site VPN
» Reporting: Historical on-box logging and reporting, Sophos Central cloud reporting (seven-day data retention)

Q p
o@o Network Protection Web Protection F Zero-Day Protection
o o g @
» Xstream TLS Inspection: » Xstream TLS Inspection: + Xstream TLS Inspection:
TLS 1.3 inspection with pre- TLS 1.3 inspection with pre- TLS 1.3 inspection with pre-
packaged exceptions packaged exceptions packaged exceptions
» Xstream DPI engine: streaming » Xstream DPI engine: streaming » Xstream DPI engine: streaming
deep-packet inspection deep-packet inspection deep-packet inspection
» IPS: Next-gen Intrusion » Web Control: by user, group, » Zero-Day Threat Protection:
Prevention category, URL, keyword analyze all unknown files using
» ATP: Advanced Threat Protection » Web Threat Protection: Al, ML, and sandboxing
» Synchronized Security malware, PUA, malicious + Powered by SophosLabs
Heartbeat: integration JavaScript, Pharming Intelix: cloud-based
with Sophas Endpoints to + App Control: by user, group, intelligence and analysis
identify and isolate threats category, risk, and more » Machine Learning: using
» Clientless VPN: HTMLS » Synchronized App multiple deep learning models
» SD-RED VPN: Manage Control: integration with » Cloud Sandboxing: dynamic run-
SD-RED devices Sophos endpoints to time analysis of unknown files
» Reporting: Extensive network idgntify uernown e » Reporting: Extensive threat
and threat reporting » Synchronized SD-WAN: utilizing intelligence analysis reporting
Synchronized App Control
to route unknown apps
+ Reporting: Extensive web
and app reporting

(:gg Sophos Central Management Sophos Central Orchestration®
» Group Firewall Management: Synchronized + SD-WAN Orchestration: Point and click
policy across firewall groups Site-to-Site VPN Orchestration
» Backup and firmware updates: » Cloud Firewall Reporting: Multi-firewall
storage and scheduling reporting with save, schedule and export
» Zero-touch deployment: for new reports (30-day data retention)
firewalls from the cloud » XDR and MTR Ready: Support for
XDR and MTR services

Enhanced Support
www.arka.ir -n
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Xstream Protection Bundle.

Base License Networking, Wireless, Xstream Architecture, Unlimited Remote Access VPN, Site-to-Site VPN, reporting
Network Protection Xstream TLS and DPI engine, IPS, ATP, Security Heartbeat, SD-RED VPN, reporting

Web Protection Xstream TLS and DPI1 engine, Web Security and Control, Application Control, reporting

Zero-Day Protection Machine Learning and Sandboxing File Analysis, reporting

Central Orchestration® SD-WAN VPN Orchestration, Central Firewall Advanced Reporting (30-days), MTR/XDR ready
Enhanced Support 24/7 support, feature updates, advanced replacement hardware warranty for term

Standard Protection Bundle:

Networking, wireless, Xstream
Base License Architecture, unlimited Remote Access
VPN, Site-to-Site VPN, reporting

Xstream TLS and DPI engine, IPS, ATP,

gtk Frgteotion Security Heartbeat, SD-RED VPN, reporting

Web Protection Xstream TLS and' DP! engine, Web Secgnty
and Control, Application Control, reporting

Enhanced Support | 2./7 Support, feature updates, advanced

replacement hardware warranty for term

Additional Protection Modules:

Email Protection On-box antispam, AV, DLP, encryption

Web Server

Protection Web Application Firewall

www.arka.ir “


http://www.arka.ir

SOPHOS

9999w XGS (5w sl Jlgul

Sl 6l Joile

9 (5.))9 (sLm)Lu U»Lw| » .)95 d|9)gl§ .b.wg.: 03 45|)| eblos> U.))S U.w)l.o.w (SI)'.’ dg)lo Lg.)LLQ.‘i )'| .)..u|9J oo Lous

150 & ).l v |‘L69

Wlagagd g oy Wlles (43,5 L8gie gl a5 Lilhdlxo plal

68l sl 1) aSus @y ool rupiand Jlo e 53 g 3,1 5L aid iy
A5S o aoly8 3yl slaiel Lgil @y aS

Security Heartbeat

Jlg,8 9 Sophos Central osuis cbdlee LU bls ¢ (53590
b wpp S el Sgapw b ©losgs U aSee sl bk
Cumdg izl 4 ke JBlas @ | OMes 50 g a5 jieslw
5393 ,9b a3 U 3 )8 Jlgnld gl e b3 )5 | s plps

S algjul |) a2 yd)20 55 Slo Ehuw

aid iy Wliags jl wbles

bl . (5j9 0l WMa> ()5 03200 4 (5,99 Ewl 9 (5799 (Ll
Security Heartbeat g 43S 0 Lalwbuib )9 |; wilsags V) iz

A2 0 bl ) )l sl Fwly
VPN aid, i slo ()91 8

dU)% 41&9)| x.)JSb,o aslal |) VPN o5lw 9 .)).QC\J).-AM GLQ)G)ngé
o5Lw )L.uud |) 29> ol) )'| (ST VETIA) as u.u999.uu k..u.JUS [GLEY] HTML5
ol))'l L,u).)| oLih».)) SD-RED L')'“.fl VPN Lg)l.»a.zﬂ (5)9L3.§ j| L .)JSL.,A

..).JSU,O os>laiwl Uu999.w ()9.)

www.arka.ir “

.\.uS ol >9> )|)§_'i.w| G%JLLMJ

aly Jlg 0

(w52 S (XStream g lese Jolis SOphos Jlg,uld asly joxe
.l Giyl3S ¢ VPN (SD-WAN

Xstream (g,)lo=o

FastPath g (guoc @iow )b VU LS L TLS 1.3 L)L
sloacly o SD-WAN (SaaS S.dlys b siSue Jled |, aSad b,
a5l Cablas aS il aiils azgs .S gy s | slasel B 0l
w55 )90 Xstream (s)lozo JolS (bl jl (5330 0562 she w9 9

My aSui g Xstream SD-WAN

alaz jI SD-WAN g ((bymue @S glo <ol plai Jolid
SDWAN Jlag,s VLAN NAT .aihio 5 Liswo g Jlgpuld
WAN S JWsl o3Slae 3 (oae WAN SGd p oyl g ol

SD-WAN VPN. sl Xstream FastPath Ol g (40 1506

ool paw (2 slo aSub

w2 Guiwd blE gy GIED e o gle aSid Hyss
Plug-and- Lawyiw> abhd) aiS .l 636 aislw Sophos APX

©lo o3asi0 glo SSID jI Liluiiy -43S o ol | (51l ol, play
.Eoiie iniol g (5)13550) (sl 35tiwl g (loge (gl aSuis bl

VPN

B Oab) 193 ol 3l ayians 9 Colw @y Colw sl Il 5 Gl
Oug w3 5o aSll SSLg IPsec 5l il b 1) (Jlorld cud)b
Windows (sl,» Sophos Connect ;95 ol I wyiws UL VPN 635,85
A0 o abl ) ol g az )Ly (535S 9 )l pianl sl 43S Mac

6xS UinliS

Ao303g5 3)90 )3 1) (s3hasity)l 105 (x> 09> 0350mS LBIGHNS
azgi Adde Al 500 3)lge 9 Ly localed daadly byl
o o3lo o Caml S0 GOl LGS 3ySlac oS Anbly atbly
L gl wdiblre Wie) JolS sbbe wdly)> by Sod ible>

(bl diannly aolys 9 g sloy)lS



http://www.arka.ir

SOPHOS

yuo 9 Wliags I wbles

VP90 e Ligy 9 Slinl b Jalx g appai sloseiss
Loy Jlg0l8 @z 1) sladsln 2 3235 U9 U g0 wuS)5 se9an
WS g oabaislud Wiaags ulw 9,h3IzL yige gbas 9 Ajgly

LSS dg93ume g lwliub |)

SophosLabs buwgi o3 >l)b

» g,y Sophoslabs luwgi aS Zero-Day Protection <1yl
42325 9 s WleMbl 0,8 ey So Jolids 090 (il wusivo
e Jald Jud=xi g i ol -l ol 5o Giine WolS spag5 Jal=xi
Gl i 30365 S0 9 328> Judx g iz Gin)lS (Baec 6 x50L

S o eohd 1) s S (sl Sy woMS (31> ¢lis

@Sl (sloaags Gulwlid (sl Jalod 9 s slo aV jl Gugdgaw
LgLa) Ui’)l)g 9 'oli>| a|).'2'iw| 9 ¢0U993n U.u.mLS ‘09§JL9 9 63U
IS o 03lasiwl L Elgil oy 2l sl LileMbl

J Soibiwl Jul=xi g apji

(Plez Wppd (Giile (5355L Jro iz )i i eslaiwl b
09 ) Dlasgs ey 4 3lgie 503 d)lse 9 b Gaac oSl
S (bl =8lg loj yd o Juld b=l @ 5Ls

20 Loy =i g agjxs

B 9,8 U aiS b2l jul Gl Glodl auz> So o 1) J6 S
3D 390 5O (ki i o Wl ouySwl L3S ssslie | ol
0> (0 i)l Jud= g apsad Job ,d s3lS sl

sgs bl Julos GinlsS

b o wgsy @So Sy 3l kit sl Gig Wbl sloylsS
Cuole 3590 50 JolS L 35550 51,8 Lass jLaS| 5 «asslubbn
wlidxi g 031> ele jl eolaiuwl G,b 5l 3gd Sy o wubld g

.dgib o0 @Sl)l SophosLabs

www.arka.ir “

9999w XGS (5w sl Jlgul

w9 wo|

Lo )15 aoliys 9 g sl wodled plad o 2 J5S 9 2
o pado 9 9 UbLS 09,5 (Sise b

oo s ) Glojlw zhaw 53 el g 6jlg)yd (Hiebs (slo s
e Cunluw L3S e dbl g Ul 0g)S 9 ez Wb Ol

o3> (i aS 35S Jlael 63 59T Lg (530S WlalS Lulwl 5 1)
S Cuwlbiob jUS, b oslésuwl

QOSg aoly S

L aoly bl 69y 2 bl 6lalST Jyis o esoliv wulld
ol diuws Gwlwl QOS) ) 81,5 @IS § el (sloai;S
Gl pen slo ol JyiiS aS e Jled o Shg slw 9 S,
&5 sl 4oy g Ul)S @WiSLb 3)lg0 ans 5395 job ay 0

Loudy @Sy 53 iy Laaw

# L le cbbdlxoe o @b,y jeig0 Sophoslabs iluisu b
NS oo eohd gigel e 9 S diz g wlaags plp
9 xG)Llé) dal= xu.\..u).i.uﬂ lol> (g lwaui ailo q3|)9T93 GloSwuss

IS o S Lasds aSud ol has> ay Tase g

VL LablS b Sl opSawl

bl 030 diagy e 3,Slace gl as SSL Xstream ;L
0 bl 3)Slac B> e ;5 ) HTTPS (Sawl g 05 jbaw b b
LADD


http://www.arka.ir

SOPHOS

Central Orchestration

9 Jlgpld Lul5S Sophos Central 5l ujpse U VPN (g;laial,
.MTR/XDR pleésl

Sophos Central SD-WAN Orchestration

ay Wizard 51 Lisae Jigi (s3is,Say -03S o plwl |) VPN (g;la5ml,
sl b Sganl g Ol gladse (JolS Liro sloaSuds sl
a2t yob @ AS eSS dasie lodlgnld v B9 ol
6 ) Glisemo (s5lwaiags 9 SD-WAN 5,Slac g WAN g (aiz
9 1>l b pized 9 M50 pledl 3)Sloc g (g pipdlasil dg.g
plesl Guyiws S sl plojes Security Heartbeat g 5,8

-d9a 0

(059, 30) asd iy (53550 Jlopld (55 LS

My g S| Syidine GBS iz b sl Gl xS ULS
8 iy (sl 43S Jolids . )15 ardled g Glbail dldsyagh (sl 00
L 5332 0loj 0255 aijS b iyl (slovles g b GiyljS slaxal sl
0315 (5,135 59, 30 Joliiv .l Lous iioylaw sl LiliS wlysbo
6lr GOLSl gjlw 05153 (SLiad 39381 (shy (sl 43S b LS sl

GBLSl G2, GiliS slesls

MTR/XDR

huwgi oau il Fwly o plwlish « 7/24 5,045 K% Sophos MTR
ol 03 e WolS g S plgic @y pasaio pus Sy
huugi aS 23S e dil)l | (slosyimS gawly g yaskis Sophos XDR
gy ) o plidgs aSiol jl 55 Buo dgibs0 Copde ladb @
Sophos (S e e b glp ) of Sophos L auiS
P eV wlusgs wleMbl g wleMbl cuwl o3kl Loy Firewall

23S Shyiil ay gl GLad

www.arka.ir -

9999w XGS (5w sl Jlgul

doool 5l wbla>

az Sy (513530, 9 DLP «asbjo 36 b 1) 595 Joad 5l ciblas
oly 2402 sl |, Sophos Central Email Advanced uwgdgaw.suss
Jcbblxe ay 1.3 5o apogi il 1 Glire Jaedl 5l wible> Jo
613550 9 DLP caolijyo 36 Jgjlo ol cap)ls 5bs axez 5> Jaayl
23 (0 dll) )90

az )Ly ply Jisl Jole

9 1S 50 Ul Loy Jaenl by 1) JI29 adisan S g oS oglas
o9 U395 puiwd )3 Wygo )3 U a3 0 52l Jlgnld a
..).Q).))I).é LEUOJ.) I) > MU)[S.)P)sb D .)I.L..j9)

01J) a0l b

Self-serve Quarantine

89 53 9 Am3 (0 395 ol Aidai)d 5y eaiue IS Ylxie)lS @)
NS (50 (97 a8y Lo GBI 9

SPX Jaeal (5513550,

613850y 5o Juodl Jluyl el SOPhOS 58 @) jamio as SPX
Slaiicl cslwyj mﬁ&mqsb.:w Gl o oS o (gl | oo
MBI )3 Lo youe 50) 0 Giline (5)13530) (5)9lid 51 3Ll by cajylas
S o plul (ghusl eus

Lo 651> 31> Cuwd 1 51 (6 80y

A8 Jl=d 1) (513550, )5395 s9b @y 35lg3 o (e b5 5 isre DLP
2 olojlw 1 a5 Lo a5 Gl sl 0315 3529 bl 1 U
5 Ubl b dg3ume 35gi (0

29w 29 jl wblas>

S gl M b )3 1) 395 )l sl Al 9 g lasgw
S @o)8 ) el Gupiwd JB 0gue )3 9 S i

625 (623255 aeliyy e S (slogSl

5l s o ool Loy ay s iy Gl jl e b (glagSl
Microsoft Exchange Outlook sile (Jgeme (slo asly
S cdadle isly @ g wueyw @ SharePoint L Anywhere
Qﬂwgb&prﬂ|ﬂ)J&h§Lm

08 9 URL (55lwcdm aloz jl aid iy Bla> sl olid lgil b
wbla> 9 SQL @35 «s)giSuld> Uinlaw jl 6:58k> 9 Grac Vg
2523 3)lg0 9 S5 el (il Sl S|

9o (S92

Q9 )b Gl dlsio g SSL (6,:5)b czuge Shol loain;S L
BB oyl 5l aS lad (slaygpmw b 1) 3,Slac g cblas yiSlas



http://www.arka.ir

SOPHOS

9999w XGS (5w sl Jlgul

XGS (5w w999 (slellg L8
wolaisl o.\.i)b),; SO L | sladuuws Mzx>g VL LS L CPU & aS wloasi aisbw o.\.i)l)),; 93 (5 leo Gulwl p XGS 6w Jlg s Lngolglwb 'oln:i
olod @ |, X86 1 e Jlgpld 5,55Lw g Gy Blhasil Lo ay ¢l L35S 5o iS5 1581w abaw > 35edas IOl gl Xstream Flow

A0 50 (0038 Jlg b gl 2,b ) o (4295 B 3,Slac il

fom POrts/SIots | o, codel Swappable Companants ek IPSECARN

Facton [Max Parts] [Mbps) [Mbps]
XGS 87(w] Dasktop 5/-(8] | Wi-Fi5 n/a | 3700 2,800
XG5S 107w} Desktop | 8/-(8) | Wi-Fis Secand powar supply | 7000 3,000
XGS 116[w) Besktop a/109 | Wi-Fis Secand powar supply, 3646 Wi-Fi* 7700 3600
XGS 126(w) Desktop | 14/1(14) | Wi-FiS | Second powersupply, 36/4G, Wi-Fi” 10,500 4100
XGS 136{w) Desktop | 14/1(14) | Wi-Fi5 | Second powersupply, 36/46, Wi-Fi 11500 4,800
XGS 2100 i | 10/1 [18) ‘ n/a Optiona!l external powar 30,000 12000
XGS 2300 wu 10/108) | n/a Optional external powar 35000 15,000
XGS 3100 BN 12/1.[20) \ n/a Dptional external power 38.000 17.000
XGS 3300 | 12/1(20) | n/a Optional external power 40,000 21,000
XGS 4300 v} | 12/2(28] } n/a Dptional external powar 75,000 51,000
XGS 4500 el 12/2128) | n/a Optional Internal power 80,000 £2,000
XGS 5500 2U 16/3 [48] \ n/a Pawer, SSD, Fan 100,000 78,000
XGS 6500 20 | 20/4(68) | n/a Pawer, 551, Fan | 115000 87,000
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1x
usB20

|

Status LEDs
[w-model has
additional WiFi LED)

I
1xCoM
Micro USB

Back View

2 x external antenna
[XGS 87w only)

1xCOM
(RU45)

|
.
|

1xGbE SFP

| on

® o= M
|
i

|
Power supply 1xUSB3.0

I
4 x GbE copper port

Physical specifications

Mounting Rackmount kit available
(to be ordered separately)

Dimensions 230 x 44 x 205.5 mm

Width x Height x Depth

Weight 1.36 kg/3 Ibs [unpacked])

2.75kg/6.06 Ibs (packed)
[w-model minimally more)

Environment

Power supply

External auto-ranging AC-DC
100-240VAC, 1.7A@50-60 Hz
12VDC, 5A, 60W

Power consumption

23.2W /7916 BTU/hr (87] (idle)
271 W /92.13 BTU/hr (87w] (idle)
434 W /148.09 BTU/hr (87) (max.)
46.8 W /159.69 BTU/hr (87w) (max.)

Operating temperature

0°C to 40°C (operating)
-20°C to +70°C (storage)

Humidity

10% to 90%, non-condensing

Product Certifications

Certifications

CB, CE, UL, FCC, ISED, VCCI, CCC,
KC, BSMI, NOM, Anatel (87 only]

www.arka.ir

Firewall throughput 3,700 Mbps
Firewall IMIX 2,500 Mbps
Firewall Latency (64 byte UDP) 6 us
IPS throughput 1,015 Mbps
Threat Protection throughput 240 Mbps
NGFW 700 Mbps
Concurrent connections 1,600,000
New connections/sec 35,700
IPsec VPN throughput 2,800 Mbps
SSL VPN concurrent tunnels 500
Xstream SSL/TLS Inspection 375 Mbps
Xstream SSL/TLS 8,192

Concurrent connections

Note: For perfarmance testing methodology see page 11

Wireless Specification (XGS 87w only)

No. of antennas

2 external

MIMO capabilities

2xe2e

Wireless interface

802.11a/b/g/n/ac (24 GHz / 5 GHz)

Storage 16 GB eMMC

Ethernet interfaces (fixed) 4 x GbE copper
1 x SFP fiber®

Management ports 1 x COM RJ45

1 x Micro-USB (cable incl.)

Other 1/0 ports

1x USB 2.0 (front)
1x USB 3.0 (rear)

Number of expansion slots

0

Optional add-on connectivity

SFP DSL module (VDSL2)
SFP transceivers

* SFP transceivers sold separately
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Front View
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XGS 107 ¢ T07W (slo> Jsomld Joo id whiatus

1x

usB20

Status LEDs
{w-model has
additional WiFi LED)

seoe

I
1xCoM
Micro USB

Back View

2 x external antenna
[XGS 107w only)

Connector for optional 27
redundant power supply

1xCOM

(RU4S) 1xGbESFP

e
33.2 wiemme

I
Pawer supply 1xUSB3.0

1
8 x GbE copper port

Physical specifications

Mounting Rackmount kit available
(to be ordered separately)

Dimensions 230 x 44 x 205.5 mm

Width x Height x Depth

Weight 14 kg/3.09 Ibs (unpacked)

2.8 kg/6.17 Ibs (packed])
(w-model minimally more)

Environment

Power supply

External auto-ranging AC-DC
100-240VAC, L7A@50-60 Hz
12VDC, 5A, 60W
Optional second redundant power supply

Power consumption

107:26.1 W/89.06 BTU/hr (idle)
107w: 29.8 W/101.68 BTU/hr (idle]
107:53.9 W/183.91 BTU/hr (max.)

107w: 57.3 W/195.52 BTU/hr (max.]

Operating temperature

0°C to 40°C (operating)
-20°C to +70°C (storage)

Humidity

10% to 90%, non-condensing

Product Certifications
Certifications

CB, CE, UL, FCC, ISED, VCClI, CCC,
KC, BSMI, NOM, Anatel (107 only]

www.arka.ir

Firewall throughput 7,000 Mbps
Firewall IMIX 2,900 Mbps
Firewall Latency (64 byte UDP) 6 s
IPS throughput 1,355 Mbps
Threat Protection throughput 330 Mbps
NGFW 1,050 Mbps
Concurrent connections 1,600,000
New connections/sec 44,400
IPsec VPN throughput 3,000 Mbps
SSL VPN concurrent tunnels 1,000
Xstream SSL/TLS Inspection 420 Mbps
Xstream SSL/TLS 8,192

Concurrent connections

Naote: For performance testing method

ology see page 11

Wireless Specification (XGS 107w only)

No. of antennas

2 external

MIMO capabilities

2x22

Wireless interface

802.11a/b/g/n/ac (24 GHz / 5 GHz)

Physical interfaces

Storage Integrated 64 GB SSD
(local quarantine/logs)
Ethernet interfaces (fixed) 8 X GbE copper

1 x SFP fiber®
Management ports 1 xCOMRJ45

1 x Micro-USB (cable incl.)

Other 1/0 ports

1xUSB 2.0 (front)

1x USB 3.0 (rear)
Number of expansion slots 0
Optional add-on connectivity SFP DSL module (VDSL2)
SFP transceivers

* SFP transceivers sold separately
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Front View

Status LEDs
1x (w-model has
usB2.0 additional WiFi LED)

cece

}
T

1xCOM
Micro USB

Back View

2 x external antenna

(X6S 116w only)
1xCoM FL1xSFP 1xGbE  Optional module
(RJUS) fiber port copper port  expansion bay
I L] - 5 o
© G m.m !“-H- . m
P | |
Power 1xUSB3.0 6xGbEcopperport 1xGbE
supply PoE port

Caonnector for optional 2
redundant power supply

Physical specifications

Mounting Rackmount kit available
(to be ordered separately)

Dimensions 320 x 44 x 213 mm

Width x Height x Depth

Weight 2.2 kg/4.85 Ibs (unpacked)

4.2 kg/9.26 Ibs (packed)
(w-model minimally higher)

Environment

Power supply External auto-ranging AC-DC
100-240VAC, 2.5A@50-60 Hz
12VDC, 12.5A, 150W

Optional second redundant power supply

116: 28 W/96 BTU/hr (idle)
116w: 30 W/102 BTU/hr (idle)
116: 57 W/195 BTU/hr (max.)

116w: 80 W/205 BTU/hr [max.)

38 W/130 BTU/hr (max.)

0°C to 40°C (operating)
-20°C to +70°C (storage]

10% to 90%, non-condensing

Power consumption

PoE addition enabled
Operating temperature

Humidity

Product Certifications

CB, CE, UL, FCC, ISED, VCClI,
CCC, KC, BSMI, NOM, Anatel

Certifications

www.arka.ir -

Performance

XGS 116(w)

Firewall throughput 7,700 Mbps
Firewall IMIX 3,500 Mbps
Firewall Latency (64 byte UDP) 8 s
IPS throughput 2,000 Mbps
Threat Protection throughput 685 Mbps
NGFW 2,000 Mbps
Concurrent connections 1,600,000
New connections/sec 61,500
IPsec VPN throughput 3,600 Mbps
SSL VPN concurrent tunnels 1250
Xstream SSL/TLS Inspection 650 Mbps
Xstream SSL/TLS 8,192

Concurrent connections

Note: For performance testing method

ology see page 11

Wireless Specification (XGS 116w only)
No. of antennas 2 external
MIMO capabilities 2xee

Wireless interface

Wi-Fi5/802.11a/b/g/n/ac
(24 GHz /5 GHz)

Optional second Wi-Fi module

Wi-Fi5/802.11a/b/g/n/ac

Physical interfaces

Storage Integrated 64 GB SSD
(local quarantine/logs)
Ethernet interfaces (fixed) 8 GbE copper
1 GbE SFP*
Power-over-Ethernet (fixed) 1 x GhE
803.2at (30W max.)
Management ports 1 x COM RJ45

1 x Micro-USB (cable incl.)

Other 1/0 ports

1x USB 2.0 (front)
1x USB 3.0 (rear)

Number of expansion slots

1

Optional add-on connectivity

SFP DSL module (VDSL2])
3G/4G module
Second Wi-Fi radio (XGS 116w only)
SFP transceivers

*SFP transceivers sold separately
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Status LEDs
1x (w-model has
usB20 additjonal WiFi LED)
T T —— —— -
B B L
@ e s s s o= > e -
d — I | T T N — ¢ @
-
T
1xCoM
Micro USB

3 x external antenna

[XGS 126w/136w only)
F1-F22x
1xCOM SFP fiber Optional module
[RJLIS] ports expansion bay

-
S B - Elll!

Power lx USB 3.0
supply

Connector for optional 274
redundant power supply

10 x GbE coppar port

2 X GbE PoE port [126(w))

I
2 x 2.5 GbE PoE port (136(w]]

Physical specifications

Mounting Rackmount kit available
(to be ordered separately)

Dimensions 320 x 44 x 213 mm

Width x Height x Depth

Weight 24 kg/5.29 Ibs (unpacked]

44 kg/9.70 Ibs (packed)
(w-model minimally higher)

Environment

Power supply

External auto-ranging AC-DC
100-240VAC, 2.5A@50-60 Hz
12VDC, 12.5A, 150W

Optional second redundant power supply

Power consumption

126/136: 30 W/102 BTU/hr (idle)

126w/136w: 32 W/109 BTU/hr (idle)

126: 59 W/202 BTU/hr (max.)

126w/136: 62 W/212 BTU/hr (max.)

136w: 65 W/222 BTU/hr (max.)

PoE addition enabled

76 W/260 BTU/hr (max.]

Operating temperature

0°C to 40°C (operating)
-20°C to +70°C (storage)

Humidity

10% to 90%, non-condensing

Product Certifications

Certifications

CB, CE, UL, FCC, ISED, VCClI,
CCC, KC, BSMI, NOM, Anatel

www.arka.ir -

Firewall throughput 10,500 Mbps 11,500 Mbps
Firewall IMIX 4,000 Mbps 4,700 Mbps
Firewall Latency (64 byte UDP) 8 us 8 us
IPS throughput 2,600 Mbps 3,300 Mbps
Threat Protection throughput 900 Mbps 1,000 Mbps
NGFW 2,500 Mbps 3,000 Mbps
Concurrent connections 5,000,000 6400,000
New connections/sec 69,900 74,500
IPsec VPN throughput 4,100 Mbps 4,800 Mbps
SSL VPN concurrent tunnels 1,500 1,500
Xstream SSL/TLS Inspection 800 Mbps 950 Mbps
Xstream SSL/TLS 12,288 18432
Concurrent connections

Note: For performance testing method

ology see page 11

Wireless Specification (XGS 126w and XGS 136w only]

No. of antennas

3 external

MIMO capabilities

3% 33

Wireless interface

Wi-Fi 5/802.11a/b/g/n/ac
(24 GHz / 5 GHz)

Optional 2 Wi-Fi Module

Wi-Fi5/802.11a/b/g/n/ac

Physical interfaces

Storage
(local quarantine/logs)

Integrated 64 GB SSD

Ethernet interfaces (fixed) 12 x GbE copper 10 x GbE copper
2 x SFP fiber 2 x 2.5 GbE copper
2 X SFP fiber
Power-over-Ethernet (fixed) 2 X GhE 2x2.5GhE
(30W max. per port] | (30W max. per port)
Management ports 1 x COM RJ45

1 x Micro-USB (cable incl.)

Other 1/0 ports

1xUSB 2.0 (front)
1x USB 3.0 (rear)

Number of expansion slots

1

Optional add-on connectivity

SFP DSL module (VDSL2)
36G/4G module
Second Wi-Fi radio
(XGS 126w/136w only)
SFP transceivers

*SFP transceivers sold separately
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Front View

Multi-function
LCD display and
navigation

COM: Micro USB, RJ4S,
2 x USB 3.0, MGMT port

LAN 1-8: 8 x GbE copper -
1 bypass pair [ports 1/2)

e

ool o [
i |
! ==

|
F1-F22x SFP
fiber ports

1 x expansion bay
(shown with
optional module)

Back View

Power switch Power supply
. ’ o8 on00® l . Canga, 1
FHRE%R o=
. N g - * 3
. ; e Sy = . B
| | |
Mounting pins for external Connector for external usB

redundant power supply
(available as an option)

power supply

Physical specifications

Mounting 1U rackmount

(2 rackmount ears included)
Dimensions 438 x 44 x 405 mm
Width x Height x Depth
Weight 4.7 kg/10.36 Ibs (unpacked)

7 kg/1543 Ibs (packed)

Environment

Internal auto-ranging AC-DC
100-240VAC, 3-6A@50-60 Hz
External Redundant PSU Option

Power supply

Power consumption 2100: 43 W/146.86 BTU/hr (idle)
2300: 45W/153.7 BTU/hr (idle)
2100: 162 W/533.5 BTU/hr (max.)
2300:167 W/570.74 BTU/hr (max.)
PoE addition enabled 76 W/260 BTU/hr (max.)
Operating temperature 0°C to 40°C (operating)
-20°C to +70°C (storage)
Humidity 10% to 90%, non-condensing

Product Certifications

CB, CE, UL, FCC, ISED, VCClI, CCC,
KC, BSMI, RCM, NOM, Anatel

Certifications

www.arka.ir -

Firewall throughput 30,000 Mbps 35,000 Mbps
Firewall IMIX 15,900 Mbps 20,000 Mbps
Firewall Latency (64 byte UDP) Bus 4us

IPS throughput 5,800 Mbps 7,000 Mbps
Threat Protection throughput 1,250 Mbps 1400 Mbps
NGFW 5,200 Mbps 6,300 Mbps
Concurrent connections 6,500,000 6,500,000
New connections/sec 134,700 148,000
IPsec VPN throughput 12,000 Mbhps 15,000 Mbps
SSL VPN concurrent tunnels 2,500 2,500
Xstream SSL/TLS Inspection 1,100 Mbps 1450 Mbps
Xstream SSL/TLS 18432 18432
Concurrent connections

Note: For performance testing methodology see page 11

Physical interfaces

Storage Integrated min. 120 GB SATA-IIl SSD

(local quarantine/logs)

Ethernet interfaces 8 x GbE copper

(fixed) 2 x SFP fiber

Bypass port pairs 1

Management ports 1 x RJ45 MGMT
1xCOMRJ4YS

1 x Micro-USB (cable incl.)

Other 1/0 ports

2 x USB 3.0 (front)
1x USB 2.0 [rear)

Number of Flexi Port slots 1
Flexi Port modules 8 port GbE copper
(optional) 8 port GbE SFP fiber

4 port 10GE SFP+ fiber
4 port GbE copper bypass (2 pairs)
4 port GbE copper PoE +
4 port GbE copper
4 port 2.5 GbE copper PoE
2 port GbE Fiber (LC) bypass
+4 port GbE SFP Fiber

Max. total port density
(incl. use of modules)

18

Max. Power-over-Ethernet
(using Flexi Port module)

1 module: 4 ports, BOW max.

Optional add-on connectivity

SFP DSL module (VDSL2]
SFP/SFP+ Transceivers

Display

Multi-function LCD module
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Front View

Multi-function
LCD display
and Navigation

COM: Micro USB, RJ4S,
2xUSB 3.0, MGMT port

LAN 1-8: 8 x GbE copper -
1 bypass pair [ports 1/2)

— R
- CTHL L
Il | z-lux-‘-b-ﬁ!

soemos | : O
L L L

|
F3-F4: 2 x SFP
fiber ports

|
F1-F2 2 x SFP+
fiber ports

1 xexpansion bay
(shown with
optional module)

Back View

Power switch Power supply
. leses® @ esee® l . -L — 1
a.'.?.::.. &g‘% (™ m l
. . -
¥ o ¢
i ; o’t'v’o':‘.. eeoees , - : e ,
| | | |
Mounting pins for external Connector for external usB

power supply redundant power supply

(available as an option)

Physical specifications

Mounting 1U rackmount

(2 rackmount ears included)
Dimensions 438 x 44 x 405 mm
Width x Height x Depth
Weight 47 kg/10.36 Ibs [unpacked])

7 kg/1543 Ibs (packed)

Environment

Power supply Internal auto-ranging AC-DC
100-240VAC, 3-6A@50-60 Hz

External Redundant PSU Option

3100: 50 W/170.77 BTU/hr (idle)
3300: 50 W/170.77 BTU/hr (idle)
3100: 182 W/621.97 BTU/hr [max.)
3300: 201 W/686.68 BTU/hr (max.)

76 W/260 BTU/hr (max.)

0°C to 40°C [operating)
-20°C to +70°C (storage)

10% to 90%, non-condensing

Power consumption

PoE addition enabled
Operating temperature

Humidity

Product Certifications

Certifications CB, CE, UL, FCC, ISED, VCCI, CCC,

KC, BSMI, RCM, NOM, Anatel

www.arka.ir -

Firewall throughput 38,000 Mbps 40,000 Mbps
Firewall IMIX 22,000 Mbps 24,500 Mbps
Firewall Latency (64 byte UDP) 4us 4us

IPS throughput 9,820 Mbps 13,440 Mbps
Threat Protection throughput 2,000 Mbps 2,770 Mbps
NGFW 9,000 Mbps 12,500 Mbps
Concurrent connections 12,260,000 13,700,000
New connections/sec 186,500 257,800
IPsec VPN throughput 17,000 Mbps 21,000 Mbps
SSL VPN concurrent tunnels 5,000 5,000
Xstream SSL/TLS Inspection 2470 Mbps 3,130 Mbps
Xstream SSL/TLS 55,296 102400
Concurrent connections

Note: For performance testing methodology see page 11

Physical interfaces

Storage
(local quarantine/logs)

Integrated min. 240 GB SATA-IIl SSD

Ethernet interfaces 8 x GE copper
(fixed) 2 x SFP fiber®
2 X SFP+ 10 GbE fiber
Bypass port pairs 1
Management ports 1xRJ45 MGMT
1 x COM RJ45

1 x Micro-USB (cable incl.)

2 xUSB 3.0 (front)
1xUSB 2.0 [rear]

Number of Flexi Port slots 1

Flexi Port modules
(optional)

Other 1/0 ports

8 port GbE copper
8 port GbE SFP fiber
4 port 10 GbE SFP+ fiber
4 port GbE copper bypass (2 pairs)
4 port GbE copper PoE +
4 port GbE copper
4 port 2.5 GbE copper PoE
2 port GbE Fiber (LC) bypass
+4 port GbE SFP Fiber

Max. total port density 20
(incl. use of modules)

Max. Power-over-Ethernet
(using Flexi Port module)

1 module: 4 ports, B0W max.

Optional add-on connectivity SFP DSL module (VDSL2)

SFP/SFP+ Transceivers
Multi-function LCD module

Display
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SOPHOS

XGS 4300 4500 Sophos XGS TU sxubs g1j83 (5w 1id whiasice

9999w XGS (5w sl Jlgul

Hiidifimetian Firewall throughput 75,000 Mbps 80,000 Mbps
LCD displ COM: Micro USB, R4S,  LAN5-8:4 =
andnavigaion  2xUSB 30, MGHTport 2.5 GbE copper Firewall IMIX 33,000 Mbps 37,000 Mbps
WL,S i l - — — Firewall Latency (64 byte UDP) 3us 4us
E“ : =1‘i§ a oY e ﬁ ﬁ # IPS throughput 25,000 Mbps 35,690 Mbps
i | Threat Protection throughput 4,800 Mbps 8,390 Mbps
F1-F4d 4 x SFP+ LAN 1-4:4 x GbE copper 2x expansion
fiber ports - 2 bypass pairs [ports bay (shown with NGFW 23,000 Mbps 30,000 Mbps
1/2and 3/4) optional modules)
Concurrent connections 16,600,000 17,200,000
Back View XGS 4300 New connections/sec 368,000 450,000
IPsec VPN throughput 51,000 Mbps 62,000 Mbps
"°WE“W“°"I Power supply SSL VPN concurrent tunnels 7,500 10,000
] ® Xstream SSL/TLS Inspection 8,000 Mbps 10,600 Mbps
S . | ] | Xstream SSL/TLS 276480 276480
| | | Concurrent connections
Mounting pins for external Connector for external
power supply redundant power supply Note: For performance testing methodology see page 11

[available as an option]

Back View XGS 4500 Physical interfaces

Storage XGS 4300: 1 x min. 240 GB SATA-IIl SSD
Hot swappable (local quarantine/logs) XGS 4500: 2 x min. 240 GB
Power switch power supply SATA-1I1 SSD [SW RAlD-l]
| Ethernet interfaces 4 x GbE copper
(fixed) 4 x 2.5 GhE copper
o T 4 x SFP+ 10 GbE fiber
reduﬁlcloatr:::::‘v[;:'n:;pply Bypass port pairs 2
(evallbieasar optior) Management ports 1xRJ45 MGMT
1xCOMRJ45
Mounting 1U rackmount (sliding rails incl.) Other /0 ports 2xUSB 3.0 (front]
Dimensions 438 x 44 x 510 mm Number of Flexi Port slots 2
Width x Height x Depth Flexi Port modules 8 port GbE copper
Weight XGS 4300 8.7 kg/19.18 Ibs (unpacked) (optional) 8 port GbE SFP fiber
XGS 4500: 9.7 kg/21.38 Ibs (unpacked 4 port 10 GbE SFP+ fiber
XGS 4300: 14.9 kg/32.85 Ibs (packed) 4 port GbE copper bypass (2 pairs)
XGS 4500: 15.9 kg/35.05 Ibs (packed) 4 port GbE copper PoE +

4 port GbE copper

Environment 2 port GbE Fiber (LC) bypass

Power supply XGS 4300: Internal auto-ranging AC-DC +4 port GbE SFP Fiber
100-240VAC, 37-74A@50-60 Hz Max. total port density o8
External Redundant PSU Option (incl. use of modules)

XGS 4500: Internal Hot Swappable
auto-ranging AC-DC 100-
240VAC, 3.7-74A@50-60 Hz

Internal Redundant PSU Option Optional add-on connectivity SFP DSL module (VDSL2)

SFP/S i
Power consumption 4300: 131 W/44743 BTU/hr (idle) : PGFP Tiampenlups
4500: 151 W/515.74 BTU/hr (idle) Display Multi-function LCD module
4300: 268.35 W/916.56 BTU/hr (max ] *Transceivers (mini GBICs) sold separately
4500: 268.35 W/916.56 BTU/hr (max.]
PoE addition enabled 152 W/519 BTU/hr
Operating temperature 0°C to 40°C (operating)
-20 to +70°C (storage)
Humidity 10% to 90%, non-condensing

Max. Power-over-Ethernet 2 modules: 4 ports, B0W max. each
(using Flexi Port module)

Product Certifications

Certifications CB, CE, UL, FCC, ISED, VCCI, CCC,
KC, BSMI, RCM, NOM, Anatel
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Performance XGS 5500

Front View
Multi-function Firewall throughput 100,000 Mbps
navigaton, T 3% USB30.MGHT port witheptonal modse) Firewall IMIX 52,000 Mbps
. . | . =
— D irewall Latency (64 byte UDP) 5us
L& { | \‘“'-‘ f--w‘"" IPS th hput 40,000 Mb
.= ey ww i LL ' i
: 3 - — Threat Protection throughput 12,390 Mbps
H - E ow ww i T NGFW 38,000 Mbps
I I | Concurrent connections 32,400,000
F1-FU/F5-F8 LAN 1-8: 8 x GbE copper 2 x expansion bay =
fiber ports - fixed. Incl. 2 bypass (shown with New connections/sec 468,000
pairs (ports 1/2 and 3/4) optional modules)
IPsec VPN throughput 78,000 Mbps
2 x hot swappable Xstream SSL/TLS Inspection 13,500 Mbps
ESD grounding point power supply Xstream SSL/TLS 512,000
. . . Concurrent connections
Note: For performance testing methodology see page 11
> s Physical interfaces
Storage 2 x min. 480 GB SATA-IIl SSD
Power switch  Chassis grounding (local quarantine/logs) HW RAID built into CPU
i
conneerens Ethernet interfaces 8 x GbE copper
(fixed) 8 x SFP+ 10 GbE fiber"
Physical specifications Bypass port pairs >
Mounting 2U sliding rails (included) Management ports 1 x RJUS MOMT
Dimensions 438 x 88 x 660 mm 1 x COM RJ45
Width x Height x Depth 1 x Micro-USB (cable incl.)
Weight 17.8 kg/39.24 Ibs (unpacked) Other /0 ports 2 x USB 3.0 (front)
27 kg/59.53 Ibs (packed
9/ b ) Number of Flexi Port slots 2+ 1 for high-density module
(optional) 8 port GbE SFP fiber
Power supply 2 x hot-swap internal auto-ranging 4 port 10 GbE SFP+ fiber
100-240VAC, 50-60 Hz PSU 4 port GhE copper bypass (2 pairs)
Power consumption 168.0W/573.81 BTU/h (idle) 2 port 40 GbE QSFP+ fiber
478.01W/111743 BTU/h (max.) 8 port 10 GbE SFP+ fiber
Operating temperature 0°C to 40°C (operating) 2 pfrfl GbEt ';'ggrs[:;g]':pg pass
-20°C to +70°C (storage) por fost
2 port 10 GbE Fiber (LC) bypass
Humidity 10% to 90%, non-condensing +4 port 10 GbE SFP+ Fiber
High-density module (NIC): 12 port
Product Certifications GE Goppal -+ 4 o A5GE sopper
Certifications CB, CE, UL, FCC, ISED, VCCI, CCC, El:él tlf::'oﬂ"m'to%i’l‘:'stly 48
KC, BSMI, RCM, NOM, Anatel .
Optional add-on connectivity SFP DSL module (VDSL2)
SFP/SFP+ Transceivers
Display Multi-function LCD module

www.arka.ir “
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Front View

Multi-function

LCD display and  COM: Micro USB, RJ4S, 2 x expansion bay (shown

navigation 2 x USB 3.0, MGMT port with optional modules)
SOPHOS . w 7y -
: | “ [ T
— —_—

f H |
=il eeeeee ww

. o I 5y
. | -
| | [

F1-FU/F5-F8/
F9-F12 fiber ports

LAN 1-8: 8 x GbE copper
- fixed. Incl. 2 bypass
pairs (ports 1/2 and 3/4)

2 x hot swappable
power supply

2 x expansion bay
(shown with
optional modules)

ESD grounding point

- . N
- .
Power switch Chassis grounding

connections

Physical specifications

Mounting 2U sliding rails (included)
Dimensions 438 x 88 x 660 mm
Width x Height x Depth

Weight 17.8 kg/39.24 Ibs [unpacked)

27 kg/59.53 Ibs [packed)

Environment

Power supply 2 x hot-swap internal auto-ranging

100-240VAC, 50-60 Hz PSU

188.00 W/642.13 BTU/h (idle)
497.09 W/1697.8 BTU/h [max.)

0°C to 40°C (operating)
-20°C to +70°C (storage)

10% to 90%, non-condensing

Power consumption

Operating temperature

Humidity

Product Certifications

Certifications CB, CE, UL, FCC, ISED, VCClI, CCC,

KC, BSMI, RCM, NOM, Anatel

www.arka.ir “

Performance

Firewall throughput

XGS 6500

115,000 Mbps

Firewall IMIX 60,000 Mbps
Firewall Latency (64 byte UDP) 5us

IPS throughput 48,000 Mbps
Threat Protection throughput 17,050 Mbps
NGFW 46,500 Mbps
Concurrent connections 39,800,000
New connections/sec 496,000
IPsec VPN throughput 97,000 Mbps
SSL VPN concurrent tunnels 15,000
Xstream SSL/TLS Inspection 16,000 Mbps
Xstream SSL/TLS 768,000

Concurrent connections

Note: Far performance testing methad

ology see page 11

Physical interfaces

Storage 2 x min. 480 GB SATA-IIl SSD
(local quarantine/logs) HW RAID built into CPU
Ethernet interfaces 8 x GbE copper
(fixed) 12 x SFP+ 10 GbE fiber”
Bypass port pairs 2
Management ports 1 x RJ45 MGMT

1 x COM RJ45

1 x Micro-USB (cable incl.)

Other 1/0 ports

2 x USB 3.0 (front)

Number of Flexi Port slots

2 + 2 for high-density module

Flexi Port modules
(optional)

8 port GbE copper
8 port GbE SFP fiber
4 port 10 GbE SFP+ fiber
4 port GhE copper bypass (2 pairs)

2 port 40 GbE QSFP+ fiber

8 port 10 GbE SFP+ fiber

2 port GbE Fiber (LC) bypass
+4 port GbE SFP Fiber

2 port 10 GbE Fiber (LC) bypass
+4 port 10 GbE SFP+ Fiber

High-density module (NIC): 12 port
GE copper +4 port 2.5 GE copper

Max. total port density 68

(incl. use of modules)

Optional add-on connectivity SFP DSL module (VDSL2)
SFP/SFP+ Transceivers

Display

Multi-function LCD module
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