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Protection against mixed threats.
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ZECURION SECURE
WEB GATEWAY

Website access control and traffic analysis from a single point.

m  Supports HTTP, HTTPS, FTP over
HTTP protocols

m  Protects against targeted attacks with

Preserves the bandwidth of corporate
servers up to 10 Gbit/s

Has the most accurate and up-to-date

the built-in IDS/IPS module content filtering database

= Prevents both internal (insiders) and = QOver 5 million URLs in the database

external (hackers) threats = More than 100 resource categories

= Doesn’t affect the network

performance and slow down existing
processes = Sites are categorized manually by a

person rather than by a robot

= Daily database updates

= Designed for enterprise network load

up to 200 thousand workstations = Fast categorization of new and f -

. . unknown websites i
= Supports websites caching -

PROTECTION AGAINST

Modern Analytical Tools
i Q v

> ) .

Zecurion Reports allow you to generate tabular and graphical reports for f
various parameters: users, IP addresses, hosts, categories and data types,
time, rules.

System Flexibility, Adaptability and Accuracy

7N
= Zecurion SWG integrates with Zecurion DLP to prevent data leaks over
100+ local and network channels. At the same time, a hybrid content

analysis of information is carried out using several technologies.

KEY FEATURES

= Filtering URLs: classification of URLs, time blocking.

= HTTPS inspection: processing and completion of SSL requests on the application
gateway; detection of possible malware and ensuring compliance with corporate policies;
exclusion of specific sites from the ban list.

B Malware inspection: checking outgoing web traffic, including attachments/files; simple,
intuitive user interface with the ability to partially deliver content to the user (trickling)
when checking files.

® A proactive network inspection system: protection based on protocol analysis, blocking
attacks while minimizing false positives; automatic update of signature sets and engine;
granular management and configuration of policies to meet the organization’s specific
needs.

®  Caching: centralized mechanism for creating rules; interoperability with Microsoft’s
BranchCache solution.




TRY ZECURION SWG

= Preventing damage from both ill-intentioned and inadvertent violators.
= Preventing accidental information losses.

= Compliance with regulatory requirements (GDPR, etc.).

m  Protecting against advanced persistent threats (APT).

= Unified management console and security policies.

m  Detailed per-user reports.

A SINGLE SOLUTION
THE ENTIRE
CORPORATE THREAT LANDSCAPE

SlNGLE Customizable dashboard

WEB CDNSULE 15 preinstalled widgets and 30+ parameters

50+ preset reports and 20+ customization
options

>_

Interactive tables and diagrams
Incident investigation automation
Easy-to-manage and easy-to-deploy

Impressive interface

—

ZEBURIUN DLP Deployment within 2 business days

Policy templates for quick start

A web interface that launches in any device
Intuitive management

Workflow automation

Protects against data leaks by more than
100 channels

Recognizes over 500 file formats
Displays interactive user connection map

Uses 10 content-detection technologies




ABOUT ZECURION

RECOGNIZED EXPERTISE

m Foundedin 2001, on DLP market since 2005

150+ business partners worldwide

= Presentin 70+ countries

= 30+ product awards

= Recognized by “Big 3”: Gartner, Forrester, IDC

m 5 stars out of 5 from customers at Gartner
Peer Insights

www.zecurion.com
+1 866 581-0999

info@zecurion.com
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FRIENDLY AND FLEXIBLE

CONTACT S
USTODAY!  EEE

All requests are taken directly by our L2 support
engineers

We speak your language
Flexible pricing policy and individual approach
Instant support by phone or chat

Ticket response via email within 2 hours, 24/7
Premium support




