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Patented real-time cloud lookup for scanning suspicious files

Network
Firewall and
Intrusion
Prevention

Behavior
Monitoring

Memory Emulator Antivirus
Exploit

Mitigation

Reputation
Analysis

Application
and Device
Control

Advanced
Machine
Learning

Blocks
malware
before it
spreads to
your machine
and controls
traffic

Blocks
zero-day
exploits of
vulnerabilities
in popular
software

Virtual
machine
detects
malware
hidden using
custom

Control

file, registry,
device access
and behavior:
whitelisting,
blacklisting,
packers etc.

Monitors
and blocks
files that
exhibit
suspicious
behaviors

Scans and
eradicates
malware that
arrives on

a system

Determines
safety of files
and websites
using the
wisdom

of the
community

Pre-execution
detection of
new and
evolving
threats
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Blocking Level

Less Intensive Se——C) More Intensive
A

Level 2 (Typical)
Blocks files that are most certainly bad, which are potentially bad
files. Results in a comparable number of false positives and false
negatives.

Monitoring Level

Less Intensive 0 More Intensive
= A .
A

Level 4 (Typical)
Logs files that are unknown or have a very low prevalence, to ensure
that only well-known good files are allowed to run
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IT deploys Adversary Attacker moves laterally
deceptors launches for reconnaissnace and
multi-phased trips decoy

stealthy attack
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SEPM alerts SOC SOC staff uses
staff (or MSS) to learned adversary
investigate behavior to

strengthen defenses
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* Operating

Windows Vista (32-bit, 64-bit)

Windows 7 (32-bit, 64-bit; RTM and SP1)

Windows Embedded 7 Standard, POSReady, and Enterprise (32-bit, 64-bit)
Windows 8 (32-bit, 64-bit)

Windows Embedded 8 Standard (32-bit and 64-bit)

Windows 8.1 (32-bit, 64-bit), including Windows To Go
Windows 8.1 update for April 2014 (32-bit, 64-bit)

Windows 8.1 update for August 2014 (32-bit, 64-bit)

Windows Embedded 8.1 Pro, Industry Pro, and Industry Enterprise (32-bit, 64-bit)
Windows 10 (32-bit, 64-bit)

Windows 10 November Update (version 1511) (32-bit, 64-bit)
Windows 10 Anniversary Update (version 1607) (32-bit, 64-bit)
Windows 10 Creators Update (version 1703) (32-bit, 64-bit)
Windows 10 Fall Creators Update (version 1709) (32-bit, 64-bit)
Windows 10 April 2018 Update (version 1803) (32-bit, 64-bit)
Windows Server 2008 (32-bit, 64-bit; R2, SP1, and SP2)
Windows Small Business Server 2008 (64-bit)

Windows Essential Business Server 2008 (64-bit)

Windows Small Business Server 2011 (64-bit)

Windows Server 2012

Windows Server 2012 R2

Windows Server 2012 R2 update for April 2014

Windows Server 2012 R2 update for August 2014

Windows Server 2016

Windows Hardware Requirements

32-bit processor: 2 GHz Intel Pentium 11l or equivalent minimum (Intel Pentium 4
or equivalent recommended)

64-bit processor: 2 GHz Pentium 4 with x86-64 support or equivalent minimum
1 GB of RAM (2 GB recommended)

530 MB of free space on the hard disk

Manager System Requirements

Symantec Endpoint Protection
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Macintosh® Operating Systems
* Mac 0S X 10.10,10.11, mac0S 10.12,10.13
Mac Hardware Requirements

« 64-bit Intel Core 2 Duo or later
* 2 GB of RAM
* 500 MB of free space on the hard disk

Virtual Environments

Microsoft Azure

Amazon WorkSpaces

VMware WS 5.0, GSX 3.2 or later, ESX 2.5 or later

VMware ESXi 4.1 - 5.5

VMware ESX 6.0

Microsoft Virtual Server 2005

Microsoft Windows Server 2008, 2012, and 2012 R2 Hyper-V
Citrix XenServer 5.6 or later

Virtual Box by Oracle

s e e

s e e

Linux Operating System (32-bit and 64-bit versions)

Amazon Linux

CentOS 6U3 - 6U9, 7 - 7U4; 32-bit and 64-bit; 32-bit and 64-bit

Debian 6.0.5 Squeeze, Debian 8 Jessie; 32-bit and 64-bit

Fedora 16, 17; 32-bit and 64-bit

Oracle Linux (OEL) 6U2, 6U4,6U5,7,7.1,7.2,7.3

Red Hat Enterprise Linux Server (RHEL) 6U2 - 6U9, 7 - 7U4

SUSE Linux Enterprise Server (SLES) 11 SP1 - 11 SP4, 32-bit and 64-bit; 12,12
SP1-12 SP3, 64-bit

SUSE Linux Enterprise Desktop (SLED) 11 SP1 - 11 SP4, 32-bit and 64-bit; 12
SP3, 64-bit

Ubuntu 12.04, 14.04, 16.04; 32-bit and 64-bit

Linux Hardware Requirements

« Intel Pentium 4 (2 GHz CPU or higher)
* 1GB of RAM
* 7 GB of free space on the hard disk

.

.

Operating

Windows Server 2008 (64 bit)
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

Web Browser

.

Symantec Endpoint Protection client must run one of the following

Microsoft Internet Explorer 11
Mozilla Firefox 5.x through 60
Google Chrome 66

Microsoft Edge

Hardware

+ Intel Pentium Dual-Core or equivalent minimum

* 2 GB of RAM (8 GB or more available)

* 40 GB available minimum free hard disk space (200 GB recommended) for the
management server and database

Database

Embedded database included or choose from the following:
* SQL Server 2008, SP4

« SQL Server 2008 R2, SP3

« SQL Server 2012, RTM - SP3

« SQL Server 2014, RTM - SP2

* SQL Server 2016, RTM, SP1

« SQL Server 2017

ws desktop operating systems to run Symantec Endpoint Protection Hardeni

.

Windows 7 (RTM and SP1), Professional, Enterprise

Windows 8, Professional, Enterprise

Windows 8.1 (update for April 2014 and August 2014; Windows To Go), Professional,
Enterprise

Windows 10 (RTM), Professional, Enterprise

Windows 10 November Update (version 1511), Professional, Enterprise

Windows 10 Anniversary Update (version 1607), Professional, Enterprise
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« Windows 10 Creators Update (version 1703), Professional, Enterprise

« Windows 10 Fall Creators Update (version 1709), Professional, Enterprise

« Windows 10 April 2018 Update (version 1803), Professional, Enterprise(Version
14.2 only)

Version 14.0.1.x clients only support 64-bit operating systems. Version 14.2
and later clients support both 32-bit and 64-bit operating systems.
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