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7. ZECURION safeticar Jwl 13 )B05e) o Sigys jl luidny  °
Detection by internal content of the document v v LJJ@
Predefined templates v v ”
Regular expressions v v -
Digital fingerprints v X USB Shadow Copylng -\0
Support Vector Machine v X
Content analysis of attachments v v )glAH l:" ).?I ).) Ol'e;'?.! (5)‘—‘!5 M.‘.JT QS..’ d).'ﬁs °
Bayes method v X . AN sl E >
Control of documents containing seals or signatures v X .‘SJLMIO' i > ol S
Text recognition (OCR) v X . . ..
F— " x Encrypting files when writing to USB or -1\
Hybrid content analysis v v Other Contents
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Plugin integration for MS Exchange v X .z o .
Gateway mode v X ‘SJI.XS)O) Glﬂ.\:‘lls dS S °M)°) "-’)9"4?
Agent interception mode v v .ﬁyﬁ,w \'.'J:‘l.\éi' ‘w (Plgé ).)
Mixed mode (gateway and agent) v X N
Receiving mirrored mail from specific mailbox v X )
Analysis of mirrored traffic v X 'ScreenShOts -\P
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Inbound SMTP v v ‘time storage scanning
Outbound SMTP v v
ESMTP support v v .dS.y'}) ls)‘tuloy..) \:JIM \SJ).)“.) L)i‘.'fto;’ *
Internal Microsoft Exchange mail v v
Collet mal sing POPS v i User connections and emotional -\¢
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Keylogger v v HTTP inbound traffic v v
Clipboard control v v Outgoing HTTP traffic s v
Uninstall password for endpoint v X MS Lyne chat, attachments, clipboarded %
Files Removal action in Discovery module v X text, and voice
MS Office documents properties attributes verification v X IcQ v X
TITUS tags verification in MS Office documents properties v X Viber v X
attributes
Webmail v v
WhatsApp desktop application v X
Telegram desktop application v X
Mo Sl aS il o Social networks 4 v
Q0 (i) a5 Siljag2 - > >
. FTPS v X
7. ZECURION safetica’
Pre-configured lists of typical classes and types of connected
devices v v
use v v
LPT/COM v v ”
o " v 7. ZECURION @ sofetica
External and internal HDD v v HTTPS traffic v v
Ethernet v v Yahoo! Messenger v v
Clipboard v v
pr——— ” »; Google Hangout v X
jorwarded devices
— Skype chat, attachments, clipboarded x
Bluetooth / Wi-Fi v v VP! text and voice
Virtual devices v v Jabber v v
WhatsApp v v
aloy=o 9 ulws WleMbl =i E— - 7
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4 - . P
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Network storage scanning v X
Scan local storage v v 7 ZECURION
) safetica
Scan databases v v “ .
Scan MS SharePoint v v Agent stand-alone mode without access to the server v v
Scan M Exchange v ") Blocking leakage via USB and other devices v v
Real-time storage scanning v X Block leakage through printing using content analysis v v
Seheduled Scan v v USB read only mode v v
USB shad i
Security administrator notification of storage policy violations v v SHadow copying v x
Shad file size limit
Alert users about violation of information security policies v v 2cow copy e size Im v i
Manage settings and volume of the local storage of logs and v
Moving / deleting files v X shadow copies on Endpoints v
Application startup control v X
Encrypting files when writing to USB v X
Content analysis based encryption v x
Access control for encryption keys by user / group of users v X
N B4
i e WilSol
e =4
v 7. ZECURION safetica’
7. ZECURION B safeticar
Re-generation of encryption keys v X
Management through own console v v N N
Save encryption key history v X
i v v
Single management console Making screenshats 7 v
Single incidents console v v OCR for screenshots 7 x
Setting alerts v v Set screenshots for list of users v v
Web console management v v Set screenshots with periodicity v v
Deploy and upgrade through domain policies v v Saving screenshots in different file formats v v
Deploy and upgrade through own server / console v v Saving grayscale screenshots v X
Separation of administrator roles v v Hiding agent presence v v
Protection against agent disable v v
(S “S/ a)l }g Record sound through the built-in microphone or connected v x
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Gartner ,> Safetica jl 59290 (gld Lo,

Vinny K
Cyber Security Architect
Mid-Market (51-1000 emp.)

Validated Reviewer ¥ ‘ ‘ Review source: Organic

What do you dislike?

The Web categorization is not good. We should work on that.

Gartner ,> Safetica jl 59290 (gld LS,

Karel P

Head of IT & Member of Management Board
Mid-Market (51-1000 emp.)

Validated Revieawer ¥ | | Review source: Organic

What do you dislike?

The product has too wideness menu and therefore acts as complex.

Gartner ,> Safetica jl 5990 (gld LS,

Miicahid A
v Senior Technical Consultant

¥ Small-Business (50 or fewer emp.)

| Validated Reviewer ¥ | | Verified Current User ‘ ‘ Review source: Organic

What do you dislike?

Safetica error codes are not very pleasant.

Gartner ,> Safetica jl 5990 (gld LS,

Pavel J

External IT Consultant
Mid-Market (51-1000 emp.)

Validated Reviewer ¥ ‘ ‘ Review source: Organic

What do you dislike?

DLP sometimes referred to incorrect documents.
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7. ZECURION safeticar
Graphic Reports. v v
Tabular reports v v
List of messages in a table with the ability to view their
contents v J
User connections diagrams v X
User emotional status diagram v X
User Behavior Analytics based on composite everyday v v
indicator (incidents, files, traffic volume etc.)
User profile card v v
Export reports and rows to PDF, XLSX, CSV, PST file formats v X
Export reports and rows to expropriated HTML file v X

7. ZECURION safetica

Administrators logging v v

Windows Server 2008 R2 or later. Quad-
Windows Server 2008 R2 and later core processor 2.4 Ghz+, 2Gb RAM, 3Gb
disk space

0S requirements by server components

Windows 7, Windows Server 200g R ndows 7 32/64bit orater. Dual-

0S support by endpoints and later: Linux core processor 2.4 Ghz+, 2Gb of disk
space.
Supported databases Microsoft SOL, PostgreSQL Microsoft SQL
AD integration v v
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